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1 Introduction

This document intended to describe the scope and functions of the Open Science Grid Operations It is assumed that the reader is already familiar with OSG and general grid terminology.

The Support Centers Technical Group is responsible for discussing and coordinating the OSG activities that relate to support centers and services. These services include definition of the support model for user, infrastructure, service and technology support. Communication and publication of information for support helpdesk and trouble ticket infrastructures and communication and interoperation with other grid infrastructures.

The Operations Model for Open Science Grid involves a distributed structure of support among the Virtual Organizations (VO), the Resource Providers (RP), the Sites, the service and technology providers, and OSG Operations. 

All support and problem incidents are expected to be tracked and pertinent information gathered and published in order to build up a base of knowledge, lessons to be learned, and input for future planning.

1.1 Principles

The Operational Model is guided by the principles and best practices laid out in the OSG Blueprint. Additional characteristics for operations are:

1. Operational support of users and the VOs’ workload is the responsibility of the VOs.  A VO can directly provide this support or arrange that it is provided by some other means.  All user support is expected to be provided or arranged by the VO. Users are not expected to need to contact RPs or other technology or service providers under most circumstances.

2. Users may interact with identity service providers independent of any particular VO.

3. The participants in OSG operations (VOs, resource, site and service providers) will identify their support responsibilities in agreements that describe roles, responsibilities, rights, and expectations.

1.2 Scope

The OSG Operations infrastructure offers grid-wide services for the benefit of the user organizations and participants.

1. The operational infrastructure will offer provisioning, distribution, and configuration management services

2. The operational infrastructure will publish accounting and monitoring information.

3. The operational infrastructure will provide proactive communication channels for incident response, notification of certificate expiry, fault handling, etc.

4. The operational infrastructure will provide support services that include problem tracking (ticket systems), routing and management.

2 Organization 

2.1 Structure

The OSG Support Centers Technical Group provides high-level guidance to the development of OSG Operations structure; interfaces with other OSG groups such as Integration and Deployment Activities for structural, development, policy, and relationship considerations; and develops templates for support agreements. 

Within OSG, various entities provide support for grid virtual organizations, resources such as computing and storage, grid services, middleware, and operations. These entities are referred to as Support Centers. The Support Centers are bound into a collaborative, distributed OSG Operations entity. As a collaborative, OSG Operations is responsible for the daily functioning of OSG, providing services as described in Section 2.

A body comprised of representatives from the Support Centers is known as the Operations Activity. This group coordinates the establishment of support agreements, provides coordination among the various Support Centers, and maintains oversight to the effective functioning of support services grid-wide. It’s highly desired but not required of each Support Center to have representation in the Operations Activity.

In addition to Support Centers that are focused to particular virtual organizations, resources, grid services, etc., there will be one or more OSG-wide Operations Support Centers that provide support for operational activities that have grid-wide impact, e.g. grid-wide change coordination, collection and presentation of grid-wide monitoring and accounting, documentation, authentication and other grid-wide services. 

2.2 Agreements

Each Support Center must establish a support agreement with the OSG Operations Activity. The agreement should specify the services to be provided, commitments to hours of service and response, provide an overview of the support structure, provide contact lists, and other information according to the template in Appendix A. The agreement should clearly identify assured versus opportunistic services.

2.3 Illustration

Figure 1 helps to illustrate the relationships of the various groups and entities participating in, or interacting with, the OSG Operations Activity.  Part A shows a logical view of the support roles for different types of entities (VOs, middleware, resources, etc.) indicated by color, and part B shows a physical view of how the different roles could be provided by a collection of  real support center organizations.
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Figure 1A
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Figure 1B
All VOs, Resource Providers, and Service Providers (grid services, middleware, etc.) are supported by Support Centers that are either provided locally or negotiated with another support organization. Some Support Centers may provide support for multiple entities, for example in the figure, the  Support Center C provides support for two VOs and one RP. Support for an RP may or may not be a component of a VO Support Center. Certain grid-wide enabling operational services are provided by one or more Operations Support Centers.

2.4 Lines of Communication

The recommended lines of communication for support are represented by lines in the Figure 1. For example, if a user in  VO3 has trouble with a resource  RP2, the user should contact Support Center D, which will traverse the green OSG Operations (circle in the middle) to open a trouble ticket with Support Center E which will work the problem, possibly by contacting system administrators at the RP2 site. The user should not contact Support Center E, and most certainly not the system administrators at the RP2 site. Support Centers should communicate and reinforce the recommended lines of communication to their sites and users.  Depending upon the details of the problem there may need to be follow-up direct communication between any of the parties involved in order to achieve resolution but this should be part of an escalation procedure that is tracked in a trouble ticket system.
What consitutes the action “traverse the green Operations Support Center” will evolve over time and will vary according to the sophistication of the involved Support Centers. Essentially it means the problem is tracked and routed through an OSG ticketing system that is maintained by an Operations Support Center. The various Support Centers will maintain their own ticketing systems and/or methods for problem management that is internal to their domain. Inter-Support Center incidents will also be tracked in the central OSG ticketing system. That system will provide web interface for opening and viewing problems, and automatic routing of tickets. In the first stages of OSG implementation manual routing may be necessary while automatic methods are established. In addition, it’s forseen that some manual routing will always be necessary to facilitate difficult problems.

Lines of communication with other grids, e.g. LCG/EGEE or TeraGrid may occur through any of the established Support Centers.

3 Description of Services

3.1 Services and Providers

The mission of OSG Operations is to provide the support and infrastructure services that underpin OSG at all levels – from support for the individual user, to the provision of common grid services, to accounts of grid-wide activity.

As illustrated in Figure 1, the various Support Centers, including VO, RP, Service, and Operations collaborate as providers of OSG Operations services. Figure 2 specifies the actual support and infrastructure services according to each class of Support Center. The list of services in Figure 2 is fairly complete, but is not exhaustive, and will change over time.
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Figure 2

3.2 Opportunistic and Assured Services

Organizations, their users, and providers have opportunistic access to best-effort services through membership in the OSG Consortium. Assured service – service with expectations of performance, response, and hours of support is available through agreements within and among the organizations, and between organizations and the OSG Consortium. As an example, consider the Acme VO Support Center. Acme should have internal service level agreements with its users. Acme will also have a Support Agreeement with the OSG Operations Activity (section 2.2), as will all Support Centers comprising the Activity. Acme’s supported organizations and users can expect assured services from OSG Operations according to the aggregate of assured-services commitments in the various Support Center Agreeements that constitute the OSG Operations Activity.

3.3 Provisioning  releases of OSG middleware

Preparing and provisioning a new release of the OSG middleware stack requires significant effort as well as communication between many VO and support groups.  
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Figure 3
Figure 3 shows the path by which new versions of the middleware stack are defined and prepared for distribution and installation by sites participating in OSG. Deployment and Integration Activities are separate from the Operations Activity. Once the collection of software has been tested and validated it is prepared (Provisioned) for distribution and installation by sites as part of the Operations Activity.

4 Scenarios of Operating Procedures

Figure 4 below shows where the initial contact for support is directed for several use cases.  It illustrates one of the OSG principles in that most end user support is intended to be provided by the support center for the VO which that user is a member.  For other occurrences one sees that contact is initiated between different support centers.
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Figure 4
Figure 4 Illustrates the point of first contact for support for a variety of use cases.  The labels “VDT SC”,  “RP SC”, “VO SC” refer to support centers, “OSG Ops” refers to the OSG Operations, “User” refers to the end user.  The “VDT SC” is an example of a Service Support Center shown in Figure 1, and is the support center for the majority of the middleware installed on OSG.  The Use Cases are listed in the right-most column.  This is an illustrative list of use cases and not an exhaustive list.

The next figure (Figure 5) illustrates the complete end-to-end flow of support interactions for some example cases.
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Figure 5
Figure 5 Shows the complete flow of support interactions start to finish for several support scenarios.  See caption for Error! Reference source not found. for definition of labels.  Additionally shown here is “CA” representing the Certificate Authority that issued some X509 certificates for which private keys are compromised.  

4.1 Case A

A new user gets an authentication failure error upon trying to access some site.  The error is due to the certificate for this user not yet being included in the gridmap file at that site.  This leads to the following support sequence:

1. User contacts her VO support center and provides some information about the problem

2. The VO support contacts the support for that site (if the VO has some previous relationship with the site), or contacts the OSG Operations which then contacts the Resource Provider.

3. The RP support responds to the VO SC or OSG Ops.  Two of the possible responses are to; i) confirm that the user is correctly not authorized to use resources at that site or ii) to fix the problem of correctly updating the gridmap file and replying that the problem should now be fixed.

4. The VO support contacts the user about the resolution of the problem.

4.2 Case B

A user submits a job to a site (resource) and the job failed because it could not find the correct software installation in order to be able to execute, because the software is not installed at that site.

1. User submits problem & error to VO support

2. VO support responds that the software is not installed at that site.

4.3 Case C

A Resource Provider has an unscheduled outage of compute services.  Perhaps the system disk on the gatekeeper node crashed so the gatekeeper node is down.  It is discovered almost simultaneously by OSG Ops and the local RP support.

1. A gatekeeper being monitored by OSG Ops and local RP support staff crashes, and OSG Ops and RP support staff each report the outage (perhaps opening two trouble tickets on the same problem.  The RP support staff receive the automatic notification from OSG Ops and reply that the problem was already reported, including their ticket number.

2. The OSG Ops sends notification to all subscribed VO’s that this RP gatekeeper is offline until further notice.

3. Those VO’s that are using that resource send notice to all their affected users about the outage.

4. [Missing in the diagram is the notification of when service is restored.]

4.4 Case D

A middleware group has prepared some new monitoring service needed by some VOs and notifies OSG Ops that sites should install this upgrade. Note that, based upon the OSG deployment & integration scenarios, this case may not be very realistic, but would apply also to an urgent software security patch

1. Middleware group notifies OSG Ops that new software is available.

2. OSG Ops (& related testing/provisioning groups) prepare the software for deployment and then notify  RPs and VOs about the software upgrade.

3. RPs perform the upgrade.

4. Each RP, after performing the upgrade notifies OSG Ops. [in many cases this should be a automatic notification as part of the monitoring system that will show the new software at the resource.]

4.5 Case E

A security incident occurs, a node gets hacked into by unauthorized persons, the root account is accessed, several user account have their certificate private keys stored on this system in addition to the host certificates.

1. The site security contact responsible for the node that got hacked notifies the OSG security team (represented by OSG Ops) of the incident.

2. Incident response procedures are followed, the problem is diagnosed, the incident response team determines what grid certificates are compromised and notifies the issuing certificate authorities as well as the VO support for the users whose certificates are compromised [how to they know what VO and how to contact the support?]

3. The CA also contacts the VOs to confirm that the certificates have been or will be revoked. [how does the CA know about VO support?]

4. The incident response team (GOC) informs the site of the actions taken about revoked certificates.

5 Appendix A - Support Agreement Template

OSG Support Centers Service 




    Agreement Template 

1 Preamble 


{Provide an paragraph detailing who the agreement is between (e.g. OSG 

         and VDT Support Center)}  

       EX. This is a Service agreement between the VDT Service Support Center

        and Open Science Grid Operations, OSG-Ops. It describes the Terms and

        Conditions underwhich the VDT SC agrees to participate in OSG-Ops. 

2 Services and Responsibilities

        {Detail Services and responsibilities provided by the SC to OSG and any OSG 

        responsibilities to the SC, trouble ticket system, central monitoring, etc. Include

       contact information, response commitment, hours of coverage,etc}

   Services Provided by and responsibilities of SC:

      Name of Support Center: <name>,<URL>

      Manger:<name>, <email>, <phone>

      Support Center Computer Security Contact for OSG-Ops:<name>,<email>,<phone> 


 * Service A

       
    Description of service


    Description/Definition of community receiving services/support

       
    Hours of coverage

       
    Response Commitment

       
    Contact Information:<name>,<email>,<URL>,<phone>


 * Service B

            Description of service

            Description/Definition of community receiving services/support

            Hours of coverage

            Response Commitment

            Contact Information:<name>,<email>,<URL>,<phone>


 * Service C

            Description of service

            Description/Definition of community receiving services/support

            Hours of coverage

            Response Commitment

            Contact Information:<name>,<email>,<URL>,<phone>

        The agreement does not cover X, Y and Z.

        Services Provided by and Responsibilites of OSG-Ops

         * A

         * B

         * C

        The agreement does not cover X, Y and Z.

        Hours of coverage

        Contact Information

          Contact:

          Phone:

          Web:

3 Terms and Conditions

            {Section details agreement terms and change management procedures}

     Effective Date of Agreement:

     Date of last Review:

     Agreement review interval: (e.g. 1 year)

     Change management: 


Changes to services provided by OSG-Ops and by SC’s in the grid-context 


of OSG are a normal and expected occurrence. Some changes do have far 

 
reaching implications and an appropriate degree of notification is necessary for 


either planned or unplanned service changes.  In all cases, service changes 


should be logged in a manner available to those trying to diagnose problems 


on OSG.

	Support Center 

Change Management
	Business

Impact
	Notification/

Confirmation
	Example 

	Planned Standard
	Minor or repetitive changes considered part of the normal workflow with no affect on Grid
	      NONE
	

	Planned Minor
	Small changes that have a documented and  proven    implementation process with little impact to the Grid
	  Advise SC or OSG-Ops 5 working days in advance. No confirmation needed
	

	Planned Moderate
	Changes that may affect multiple applications and have a broad impact 
	 Advise SC  or OSG-Ops 5 working days in advance. Confirmation required
	

	Planned Major
	Changes that may impact multiple applications across multiple SC's with significant impact. 
	 Advise SC or OSG-Ops 10 working days in advance. Confirmation required
	

	Unplanned Critical

(After-hours)
	
	
	

	Unplanned Emergency (Immediate)
	Changes that must be performed in order to correct a faulty service having a major impact. Impact requires an immediate resolution
	 Advise SC or OSG-Ops after change implementation. 
	 Virus attack on network 


6 Appendix B - FNAL Example of VO Support Center
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Fermilab CD provides a lab wide Support Center which supports several VO's. US-CMS, D0 and SDSS are among these supported VO's.  The Fermilab Support Center offers a centralized facility for problem reporting and computing requests. These requests are turned into trouble tickets and assigned to an expert for resolution. 

In addition Fermilab is host to several grid computing resource providers. It is host to the US-CMS T1 facility which is a Resource Provider for OSG and other grids. D0 contributes its resources to OSG and there is a general Fermilab Grid facility which is utilized by SDSS and other experiments. 

For OSG, US-CMS VO members using OSG facilities will report problems/requests to the US-CMS VO through the Fermilab Support Center's problem reporting facility. From here the problems will be triaged and assigned to the correct expert (i.e. T1  facility admin staff, US-CMS software support staff, OSG central support). The Fermilab Central Support facility will also field calls from the other supported VO's (e.g. D0,  SDSS) and assign them as appropriate. 

US-CMS is part of a larger collaboration and another Grid Computing Facility, the LCG. CMS users utilizing US-CMS T1 facilities via LCG will communicate with the LCG suppport mechanism to get problems at US-CMS Tier sites resolved.  LCG will then communicate directly with the US-CMS Tier sites.
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End to end flow for specific cases
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