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1 
Introduction

1.1 Purpose

The purpose of this document is to identify a set of requirements for an accounting system for the OSG infrastructure. The goals of the first version of the OSG accounting system are to define a data model for the accounting information, to build an infrastructure to gather and manage the accounting information, and to define and deploy repositories and access tools for reporting and analyzing grid wide accounting information.
This document is mainly directed to the services resources providers and to the OSG Blueprint team. The goal is to develop a common understanding of what the resource providers’ needs and expectations are and to understand how to design and develop the accounting system with the OSG architecture.
It assumed that the reader is familiar with the mission and organization of the OSG consortium. For further information go to www.opensciencegrid.com.
1.2 Scope
The OSG consortium proposes to bring together a very heterogeneous group of Grid resource providers and consumers in a Grid environment that fully supports opportunistic resource consumptions. In order to succeed in such and endeavor the OSG infrastructure must provide its users with precise and reliable information about resources utilization. Availability of such information will 
· allow resource providers to directly link resources utilization with VOs and science projects goals,
· improve resource planning and organization at the resource providers sites
· strengthen security of the Grid infrastructure as well as of the participating sites,
· eventually, support automatic resource allocations and consumption based on an economic model.
In this prospective the OSG Accounting System needs to collect resource usage data from Grid services and resources, process the resource usage data and produce accounting records that resource providers and consumers can easily store, access and analyze through simple interfaces. 
At this early stage of the OSG development, the Accounting System will not be concerned with supporting an economic or pricing model for automatic resource allocation and consumption. 

1.3 Definitions, acronyms and abbreviations
	AA
	Authorization and Authentication

	VO
	 Virtual Organization – A dynamic collection of Users, Resources and Services for sharing of Resources. A VO is party to contracts between Resource Providers & VOs which govern resource usage and policies. A subVO is a sub-set of the Users and Services within a VO which operates under the contracts of the parent"

	Organization
	A group of people from a subset of  brick & mortar institutions (not necessarily a contiguous subset

	End/Grid User
	A person who makes a request of the Open Science Grid infrastructure

	Accounting data
	Any data that can be processed to create an accounting record. For example measurements taken by the monitoring system are accounting data. Also other accounting systems records can be considered accounting data.

	Accounting record
	A record produced by the accounting system from accounting data. An accounting record is the fundamental unit of information in the accounting database.

	DN
	Grid Certificate Distinguished Name

	CE
	Compute Element

	SE
	Storage Element


1.4 References

1. The Life Cycle Data Harmonization Working Group of the Software Engineering Standards Committee of the IEEE Computer Society, IEEE Recommended Practice for Software Requirement Specification, IEEE 830-1998, www.ieee.org
2. R. Pordes, P. Canal, S. Borra, M. Melani, OSG Accounting System Project Definition
3. B. Aboba, J. Arkko, D. Harrington, Introduction to Accounting Management, RFC 2975, October 2000
4. Barry Varley, Usage Accounting in Distributed Systems, for presentation at IEE Colloquium on Network Management, 4th October 1991
5. Peter Garfjall, Accounting in Grid Environments, an architectural proposal and a prototype implementation, Master Thesis, 27 May 2004, Umea University, Sweden
1.5 Overview

In section 2 of this document we define the Accounting System scope by relating it with other part of the OSG components. In section 3 we list the functional requirements and in section 4 we list the non-functional requirements or system properties. This document structure is based on [1].
2 General Description
2.1 Accounting Model

The accounting model is based on a model of information flow described in [4].
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Grid Services and Resources are closely monitored and usage information is periodically collected by Meter objects which may perform some processing of information specific to the Service/Resource object. From Meter objects accounting data flow into Collector objects that build accounting records by applying resource provider policies to accounting data. The accounting records are then stored in a Repository and become available to Application objects. Examples of Application objects are a Web based accounting information viewer, charging system or a system to analyses the system efficiency. 
2.1.1 Services and Resources
In our model we distinguish between resources and services. A resource, such as disk storage space, CPU time and communication bandwidth is consumed in the provision of Grid Services such as services offered by the CE and SE. A service results by adding value to the resources [2]. In some cases this added value is low: for example when the service just provides an access point to the resources; in other cases a service might include considerable intelligence: installation of libraries, resource allocation algorithms, jobs monitoring, etc.
In general there are two types of resources durable and non-durable: durable resources do not perish if not consumed, they are not time dependent; non-durable resources will perish after a period of time even if not consumed. CPU time is clearly a non-durable resource. Durable resources are measured in purely quantitative metrics while for non-durable resources a combination of quantitative and temporal metrics are used.

Measuring service usage is a bit more complicated; it is up to the service provider to define what constitutes an instance of service usage and how to quantitatively measure that usage. It is responsibility of the service provider to publish these definitions and to include in the metrics factors like the quality of service, cross service subsides and the usage of resources used to obtain the usage information.  

We can also classified services in main and enabling. A main service is a service that utilizes other services, the enabling services, to responds to a client request: a client submits to a CE a request to run 100 jobs, running these jobs involves copying some files from site A to site B therefore the CE service uses the GridFTP service to complete the client’s request.
2.2 Main Functionalities

The Accounting System will have the following main functionalities:

1. The ability to gather resources and services usage data at each resources and services provider site.

2. The ability to combine authentication, authorization and resource usage data related to a Grid user request to produce detailed accounting records.
3. The ability to store and manage accounting records and accounting data. 
4. The ability to present accounting records in tabular format at the Grid wide and site level

5. The ability to support analysis of resources and services usage by applying filtering and statistical functions to accounting records and data.  The analysis will facilitate the spotting of trends and patterns in the usage of resources.

6. The ability to present the results of the accounting records and data analysis with various graphical views.
7. The ability to support auditing processes by storing the raw usage data and maintaining links between the accounting records and the raw usage data used to generate them.

2.3  System Overview
Figure 1 presents a simple model of the Open Science Grid Environment. With this model we can present an overview of the Accounting System and its relationships with the other parts of the OSG infrastructure. The boxes indicate logical Grid components, sub-systems or services; the arrow between the boxes (solid line) indicates the flow of information across the components, sub-systems or services. For example if we consider the Grid Wide Accounting System and the Grid Wide Monitoring System the arrow indicates that the Grid Wide Accounting System will receive information about resource usage from the Grid Wide Monitoring System.  The arrow between the actors and the boxes (dashed line) indicates use.
In the model accounting data can be any piece of data that can be used to generate a complete and auditable accounting record. In general an accounting record is an indication of a transaction between a Grid Service User and a Grid Service Provider and contains detailed resource usage information associated with that transaction.
The Site Accounting System and Site Monitoring System are site-dependent systems with their own set of metrics, sensors and data format; for instance, at SLAC there is an accounting system that every day parses the log files of the batch system scheduler and creates CPU accounting records that can be viewed with a command line tool. 
From a high level point of view we can identify two main sub-system of the Accounting System. One component, to which we will refer as Accounting Service, lives within the Resource Provider administrative domain, and a second component, to which we will refer as Grid Wide Accounting Service, deployed within the administrative domain of the Grid Operation Center (GOC). The Grid Wide Accounting Service will aggregate accounting records from all the resource provider sites and present tabular and graphical Grid wide views of resources and services usage.
2.3.1 System Interfaces
System interfaces are integration points between the Accounting System and the other OSG systems. These APIs are not concerned with the internal architecture of the Accounting System. 
API for reporting Accounting Data

This API is used by all the systems that need to push data to the Accounting System.
API to apply site policies
This API allows the application of policies to the accounting data and to the accounting records. For instance, the site publishing policy will be applied to the accounting records through this API.
API to read accounting records
The main purpose of these APIs is to shield the Accounting System clients from the data store implementation. From the functionalities point of view these API will allow to write programs (Accounting System clients) that can read some accounting records for displaying and statistical processing. 
API to annotate (tag) accounting records 
This API can be used for annotating some Accounting records for the purpose of tagging. Tagging some accounting records can be used for creating subsets of records a feature that could be very handy for auditing and to avoid repeating costly searches.    

API to export the accounting records to a file in different data format
This API will be used to export accounting records to different format such that applications (Excel, Root, etc.) can be used either to view or process the records.
API to perform filtering and statistical analysis at the accounting records
For convenience the Accounting System will offer a basic set of filtering and statistical functions that can be applied to a set of accounting records. The benefits of such approach are performance improvements and ease of use. This API will allow the selection of subset of records, the selection of a statistic function to be applied to the selected records. 
2.3.2 User Interfaces
The Accounting system will have two different types of user interfaces: 
End User Web Interface

A web interface for viewing accounting records and displaying accounting information summaries both in plots and tables format. This interface will offer a basic set of filtering and statistical functions that will allow the End User to analyze resource usage.
This web interface will be very simple to use, the users will not require any special training and a full help section with complete explanations of the accounting information will be provided. This interface will be based on drop down menus such that users will be able to choose what and how to display the accounting records and the accounting summaries. The interface will also allow exporting of accounting records in into file with different data format. Access to the accounting records will require authentication and authorization; some write access (for annotation) to the records will be granted to users with the appropriate privileges only. 
System Administrator Web Interface

The second interface will be also a web interface but it will be used for managing the system. This interface will be more complex than the first one and it will grant full read and write access to the stored accounting records either directly or indirectly (by indirect access we mean that the web interface might have a link to a standard tool, for example phpMyAdmin, to manipulate the accounting records) . Authentication and authorization will be fully supported and a help section will be provided.

2.4 Constraints
	1
	The Accounting System must support the GSI (Grid Security Infrastructure)

	 2
	The Accounting System must run on all the OS supported by the OSG


2.5 Assumptions
	1
	Each resource and service provider is trustworthy

	2
	Each resource and service provider owns the accounting records produced at its site

	3
	Within each of the resource and service provider computing environment it is possible to associate the usage of a resource with a specific End User request (DN)


2.6 Dependencies

	1
	The Accounting System depends on what resource and service usage information is made available by the services and resources.

Most of the usage information is currently available from the log files of the Gatekeeper, the GridFTP server and the Batch Job Scheduler. 

	2
	The Accounting System depends on the Grid AA infrastructure (GUMS server, grid-map file, temporary certificates, VOMS...) to be able to associate resource usage records to a specific Grid User request.
In the Grid environment each user is identified by his certificate (DN). When a Grid User makes a request to a Grid Service the Grid AA infrastructure assigns to the Grid User Request a UNIX ID (UID), the UID is then used by the Gatekeeper to carry on the user request. Since most of the resource usage information is only traceable back to a UID the Accounting System needs information from the Grid AA infrastructure to map the UID to a DN. 

	3
	The Accounting System depends on the Grid AA infrastructure to be able to associate a user’s consumption of resources with a specific VO.
Once the UID of a usage resource record is associated to a certain DN the Accounting System needs to link the user’s DN to a certain VO since a user, in principle, could be part of my VOs and have different roles in them. This information is managed by the Grid AA infrastructure.

	4
	The Accounting System depends on the Grid AA infrastructure to be able to associate a user’s consumption of resources with a specific user global request ID.

For each user request the GRID portal will attach a unique Global Request ID to each of the jobs that are part of this request.  This Global Request ID will be propagated down to the accounting system by the GRID services. The Grid Wide Accounting System will depend on the Global Request ID to associates Accounting records from different sites to the same user request.



[image: image4]
3 Functional requirements
In the following paragraphs we list the functional requirements for the Accounting System. Requirements are grouped looking at the main functionalities of the system.
To identify each requirement we use an ID. The ID numbering reflects requirements relationships. For instance requirement 3.2.1 derives from, and it is more specific then, its parent requirement 3.2.  
3.1 General 

	ID
	1.0

	Description
	The Accounting System must keep track of the accounting records it is expected to generate and must clearly signal if resource usage data associated to any accounting record is missing or is incomplete.

	Explanation
	It is important the Accounting Service gives a confidence level in the information it provides. 

	Source
	Ruth Pordes

	Date
	06/13/2005


	ID
	1.1

	Description
	The Accounting System should leverage existing standards to maximize interoperability with other Grids and Accounting Services.

	Explanation
	Interoperability with the LCG and other Grid is fundamental for the success of OSG

	Source
	Matteo Melani

	Date
	07/01/2005


	ID
	1.2

	Description
	The Accounting System should leverage existing tools and infrastructures already implemented to solve related problems.

	Explanation
	We do not want to reinvent the wheel

	Source
	Matteo Melani

	Date
	07/01/2005


3.2 Services and Resources to Be Accounted For
This paragraph list all the resources and services usage the Accounting System needs to account for. Here we will also lest the metrics the System will use to measure the usage. 

(We are waiting for the blueprint team input) 
	ID
	2.0

	Description
	The Accounting System must account for the usage of:

· Compute Service:

· Number of submitted jobs

· Number of completed jobs

· Number of failed jobs

· Compute resources: 

· CPU time

· Memory

· Storage resources:

· Disk storage in use

· Disk storage reserved

· Network resources: 
· Used Bandwidth

· Reserved Bandwidth

	Explanation
	This requirement is very generic on purpose since we are waiting for detail information from the blueprint team.

	Source
	Matteo Melani

	Date
	06/13/2005


3.3 Service and Resource Usage Data Gathering
As a general guideline, we believe the Accounting System should impose the minimal number of constraints on the other grid systems and services. In particular it should not impact in any way the performance of the CE and SE.

	ID
	3.0

	Description
	The Accounting System must publish a complete
 and neutral
 API and a protocol so that services and resources can push resource usage data to the Accounting System across the local network (LAN).

	Explanation
	Having a complete and neutral API is important for interoperability.

	Source
	Matteo Melani

	Date
	06/13/2005


	ID
	3.1

	Description
	The API provided by the Accounting System for pushing resource usage data should support single and batch data pushing. 

	Explanation
	In case the resource, service or meter cannot contact the Accounting System for sometime it might store the records in a file. Once the communication is reestablished all the usage records can be pushed at once. 

	Source
	Matteo Melani

	Date
	06/27/2005


	ID
	3.2

	Description
	The Accounting System shell provide a library in Python, Perl and Java that developers can use to write scripts and programs (meters) to report resources usage data. The library can be used by resource and service developer to report directly usage data. This library must hide all the communication details from the developers.

	Explanation
	Perl, Python are the de facto standard languages for systems integration and system administration. Java is the language of the GT4 and of many web services implementation. Hiding the communication details will make the programmer’s job easier.

	Source
	Matteo Melani

	Date
	06/13/2005


3.4 Accounting Records
Is this paragraph we list all the requirements related to the Accounting System capabilities of processing usage data and systems logs to produce accounting records.
	ID
	4.0

	Description
	The minimal set of information needed for an accounting record management is:

· Grid Name, 

· Facility  (Institution name), 

· Resource/Service Type (Computing, Storage, Network, etc.), 
· User’s DN
· User ‘s role

· User’s VO
· Global Request ID (if pertaining to a specific job)



	Explanation
	

	Source
	Philippe Canal

	Date
	06/20/2005


3.5 Accounting Records Archiving

In this paragraph we list all the requirements for the local site accounting record data store.

	ID
	5.1

	Description
	The Accounting System shell provide each site with the ability to archive its accounting records and data

	Explanation
	Each resource provider site must be able to retain a copy of the accounting records. This will allow site managers to be fully independent of any central repository making the Grid more reliable. Furthermore each site will be able to support auditing and independent internal accounting.

	Source
	Matteo Melani

	Date
	06/21/2005


	ID
	5.2

	Description
	The Accounting System shell use an open source relational database to implement the accounting record data store 

	Explanation
	Open Source relation database are a very mature technology, they are rich in functionalities are very reliable and are free. 

	Source
	Matteo Melani

	Date
	06/21/2005


	ID
	5.2.1

	Description
	The Accounting System should be independent from the specific implementation of Open Source Relation Database.  The Accounting System should not rely on specific DB functionalities unique to a certain implementation or version. For instance we shell not use a specific SQL dialect.

	Explanation
	It is important for interoperability with different DB implementations and versions.

	Source
	Matteo Melani

	Date
	06/21/2005


	ID
	5.3

	Description
	The Accounting System archiving mechanism must be configurable, it can be turned on or off dynamically, it can be decided what accounting data to keep and for how long.

	Explanation
	The Accounting System should be flexible enough to accommodate different site policies. Some sites will want to keep accounting records and usage data for years some other will want to free disk space every 3 months. Furthermore some accounting data, for instance monitoring data might be already stored in other databases.

	Source
	Matteo Melani

	Date
	06/21/2005


3.6 Publishing Accounting Records

	ID
	6.0

	Description
	The Accounting System must provide a mechanism through which each site can publish its accounting records.

	Explanation
	In order to have Grid wide accounting the GOC will pull published accounting records from the resource provider sites. A pull mechanism frees the local site from the need to keep track of what accounting records have been fetched in case of a network failure. 

	Source
	Matteo Melani

	Date
	06/13/2005


	ID
	6.1

	Description
	The Accounting System must provide a mechanism through which each site can decide which accounting records to publish and which to keep private based on values in the accounting records fields.

	Explanation
	This feature is important to support confidentiality of information.

	Source
	Matteo Melani

	Date
	06/13/2005


	ID
	6.2

	Description
	The Accounting System must provide the Site Manager with the ability to set up and enforce access control list for accessing published accounting records.

	Explanation
	This will ensure that just authorized systems and users can access the accounting records.

	Source
	Matteo Melani

	Date
	06/21/2005


3.7 Viewing and Annotating Accounting Records

Here we specify the functionalities to read and write the accounting records after they have been generated.

	ID
	7.0

	Description
	The Accounting System will provide a Web based tabular view of the accounting records contained in each site repository. 

	Explanation
	Having independent access to each site accounting records contribute to the system availability and auditing capabilities

	Source
	Matteo Melani

	Date
	07/01/2005


	ID
	7.1

	Description
	The Accounting System must provide the Site Manager with the ability to set up access control list for accessing accounting records through the web interface.

	Explanation
	This will ensure that just authorized users can access the accounting records

	Source
	Matteo Melani

	Date
	07/01/2005


	ID
	7.2

	Description
	The Accounting System must provide a mechanism through which administrators can add some comments or a label (string) to an accounting record.

	Explanation
	This feature will support auditing and debugging.

	Source
	Matteo Melani

	Date
	07/01/2005


3.8 Importing and Exporting Accounting Records

	ID
	8.0

	Description
	The Accounting System must provide an export function that allows exporting a selected number of accounting records in Windows Comma Separated format (for importing in Excel), in a format easy to import in ROOT and in XML format.

	Explanation
	This feature will allow users to use various tools for accounting records processing and viewing

	Source
	Matteo Melani

	Date
	06/21/2005


3.9 Auditing

	ID
	9.0

	Description
	The Accounting System must provide a mechanism to link an accounting record with the usage data (records of actions and events related to the user’s resource usage) such that from a tabular view of the accounting record it is possible to see its detailed usage data.

	Explanation
	This feature will support auditing and debugging.

	Source
	Matteo Melani

	Date
	06/21/2005


3.10 Analysis of the Accounting Records
Here we specify the filtering and statistical functions the users want to apply to the accounting records in order to spot trends in resource and service usage.

	ID
	10.0

	Description
	TODO

	Explanation
	

	Source
	Matteo Melani

	Date
	07/15/2005


3.11 Grid Wide Accounting View
In this paragraph we list the requirements for the Grid Wide Accounting view. In our vision the Grid Wide accounting system will be deployed at the Grid Operation Center and will be a copy of the software running at the service provider site. The difference will be that the Grid Wide Accounting System will have some special Meter object that instead of gathering usage data locally they gather accounting records from the sites.

	ID
	11.0

	Description
	The Accounting System must provide a mechanism to create a central repository of accounting records published by the resource provider sites.

	Explanation
	The Grid Operation Center will deploy this Grid Wide Accounting System.

	Source
	Matteo Melani

	Date
	06/13/2005


	ID
	11.1

	Description
	The Accounting System will provide the accounting records central repository with all the functionalities and interfaces available from the Accounting Service running at the resource provider site.

	Explanation
	The GOC sites will provide views of accounting records collected from various resource provider sites. 

	Source
	Matteo Melani

	Date
	06/13/2005


4  Non-Functional Requirements 
4.1 Scalability
In this paragraph we list scalability requirements. In general we believe that current (database and communication) technologies fully satisfy the Accounting System scalability requirements, never the less we try to list some requirements that can be used as a reference point.

	ID
	12.0

	Description
	The Accounting System must be able to support up to 100 Resource, Service or Meter objects per site reporting usage data concurrently without any loss of functionalities.

	Explanation
	We do not expect to have more than 3 or 4  Meter objects per site

	Source
	Matteo Melani

	Date
	07/15/2005


	ID
	12.1

	Description
	An Accounting System repository must be able to support up to 1000 users or systems querying accounting information concurrently.

	Explanation
	

	Source
	Matteo Melani

	Date
	07/15/2005


4.2 Security

	ID
	13.0

	Description
	The Accounting System must move protect accounting information using secure communication channels (mutual authentication, message integrity, message confidentiality) 

	Explanation
	This requirements comes from the assumption that the resource provider network (LAN) is not secure. Clearly we assume that the WAN is not secure.

	Source
	Matteo Melani

	Date
	07/15/2005


	ID
	13.1

	Description
	The Accounting System will guarantee integrity and non–repudiation of the accounting records at the site level.

	Explanation
	Each Resource provider site will produce digitally signed accounting records. This will guarantee that the accounting records cannot be modified without intervention of the resource provider that produced them.

	Source
	Matteo Melani

	Date
	06/13/2005


4.3 Fault Tolerance
	ID
	14.0

	Description
	The Accounting System must reduce as much as possible usage data and accounting records loss.

	Explanation
	An Accounting System by definition must be dependable.

	Source
	Philippe Canal

	Date
	06/20/2005


	ID
	14.1

	Description
	The Accounting System must be resilient to temporary communication failures over LAN and WAN.

	Explanation
	This is to ensure that accounting records are not lost.

	Source
	Matteo Melani

	Date
	07/17/2005


	ID
	14.2

	Description
	The Accounting System must be resilient to the failure of one of its component. 

	Explanation
	This is to ensure that accounting records are not lost. 

	Source
	Matteo Melani

	Date
	07/17/2005


4.4 Maintainability
	ID
	15.0

	Description
	The Accounting System will support automatic and manual updates. The system administrator will have the option to turn the automatic updates on of off.

	Explanation
	The system should reduce as much as possible system administrator work

	Source
	Matteo Melani

	Date
	07/17/2005


4.5 Portability

	ID
	16.0

	Description
	The Accounting System must be able to run on Red Hat Linux Enterprise 3.0, …

	Explanation
	

	Source
	Matteo Melani

	Date
	06/13/2005
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Figure � SEQ Figure \* ARABIC �1�: the OSG Accounting Service in the OSG environment.








� Complete means that everything that is necessary to make an implementation has indeed been specified.


� Neutral means that the API does not prescribe how the implementation should look like.
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