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Project mission statement and objectives

The goal of this project isto provide a global level auditing service to the Open
Science Grid Community (OSG). The global auditing service is necessary to assess the
overall security condition of the OSG across OSG sites and Virtual Organization (VO)
specific services.

This service will offer areal-time automated security assessment and forensic
anaysistools that will satisfy the security requirements of OSG Staff, VOs and sites
participating in the OSG. The service will provide flexible query interfaces needed to ad
hoc security investigations at the grid level. It also will be able to notify the appropriate
officialsin case of discovery of unusual or suspicious gird usage that diverges from
expected behavior. These usage patterns across the grid may revea adverse intentions
while similar behavior may seem legitimate to any particular grid site or VO specific
service. For example, the auditing service should be able to determine if a specific,
presumed to be stolen credential has been used to access Grid Sites or VO services, or
find out if there was an attempt to enter a site or service by scanning.

This service should allow for the implementation of grid security processes that
complement the existing site security processes and help drive further development
of auditing collection software used by Grid Sites. The Auditing Project will focus on
integration and analysis of the, possibly diverse and multiple-format, information.

Scope of the project

Acquire understanding of projects and groups that are actively involved in
developing Grid, VO specific services monitoring and auditing and their
interdependency.
Provide a comprehensive review of
o thecurrent status of the OSG accounting project (Gratia) and the usability
of theraw datacollected by Gratia s probe for auditing post-mortem
anaysis.
o0 the current auditing status and logging practice of critical services, such as
GRAM, gridFTP, gatekeeper, condor, SAZ, VOMRS, VOMS, GUMS etc
0 the current auditing status and logging practice of VO specific services
(FTS, Cadlibration databases,..)
o the status of the software designated to create centralized logging that isin
use by the Grid Sites (e.g syslog-ng)
o theloca auditing services used by Grid Sites (e.g. Splunk) and extent of
their readiness for collaboration (e.g limited authorized access to site
auditing information obtained from the gird service log).



o thefunctionality and suitability of existing commercial (Splunk) and open
source software that alows log indexing and search
Research, define and differentiate the roles for a grid security person as compared
to asite security person. Try to develop amodel that describes acquired domain
knowledge.
Deliver Distributed Auditing Service that
0 satisfies requirements of OSG Security
o provides meansto perform security data mining and alert
o providesan web interface for OSG security staff and other authorized
users

This project’ s scope does not intend to:

o replace site auditing and site security

o develop new tools for centralized log collection, we will simply utilize
existing tools such as syslog-ng

o offer automatic discovery of grid servicesinstalled on the site

o offer comprehensive policy that dictate mandatory actions to each OSG
siteor VO in case of attack detection. The intention of the serviceisjust to
provide means to investigate the existence of potential problem.

o provide definition for of the security assessment patterns. The intention of
the serviceisjust to search for the patterns defined by OSG Security, Grid
and VO administrators.

Critical project deliverables with general timetable

Provide areview of the of auditing projects within OSG, EGEE, CEDPS
Troubleshooting project and Globus Auditing (estimated effort: 1 — 2 weeks)
Provide a evaluation summary the auditing tools currently in use and/or available
through Open Source (estimated effort: 2 - 3 weeks)
Provide the evaluation summary of usability of the raw data collected by Gratia
probes for auditing post-mortem analysis (estimated effort: 1 week)
Determine the information model for service log files, investigate log format
transformations and log analysis capabilities (estimated effort: 1 month)
Achieve community (VO administrators, Site Security team, CE and SE
administrators) consensus on the proposal and encourage
community collaboration on this project
Provide high level design of Auditing Service (estimated effort: 2 months)
0 define main components
0 decideif centralized storage should be provided
0 settleon
level of disclosure from Grid Sites
authorization policy
agree on Ul concepts



Sponsors, customers, and project stakeholders

0SG

OSG Security, OSG Staff

CEDPS

VO Administrators

GRID Site's Security Administrators
Grid CE, SE Administrators

Grid Service & VO Services developers

Key roles and their responsibilities

Currently the project has only one person (T. Levshina) involved in generating the
reviews of existing auditing tools, gathering requirements, negotiating with stake-holders
and working on the design. 50% of FTE is allocated for this project for the time being.

It is apparent that we will need the involvement of other people with various
responsibilitiesin order to:
provide input on requirements
0 OSG Security
0 OSG Staff
o0 VOAdmin
0 Site Security staff
review this proposals and other documentations
0 OSG Security
0 OSG Staff
provide access to raw data (grid services logs, accounting information etc):
o SiteAdmin
o VOAdmin
appraise the deliverables
0 OSG Security
0 OSG Staff
approve changes to the project
o OSG
0 CD management



Organizational structure for the project
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Risks, issues and assumptions

Assumptions:

o Grid Services provide log files that follow the best practice guidelines
(https://edms.cern.ch/file/793208/1/M W-security-logging-guidelines-
793208-0.7.pdf)

o Grid Sites use tools that allow centralized log collection (eg syslog-ng)

0 Site Security Administration allows limited authorized access to the grid
servicelog. . Possible incentivesfor Site Admin to provide accessto log
files would be:

custodial trust




usage understanding
security benefit: OSG providing a security auditing service for
grid service layers
Risks:
Failure of any above mentioned assumptions could jeopardize the success of the
project or at least significantly lengthen it.

0 Theabsence of parsable logs will require implementation of the “Google-
like” indexing service.

o Constant variationin log format and changesin the OSG environment
may allow the benefits of this auditing to outweigh the effort to "keep up
with changes" and avoid false alarms

The absence of centralized log collection on some sites or refusal
to allow access to grid site centralized logs might require
negotiation with site administratorsin order to obtain logs. It aso
would require providing adequate centralized storage and secured
authorized accessto it

| ssues:

o Themainissuewill beto not interrupt Grid Services by multiple false
positive alarms

Background information sources (doc, web sites, wikis)

https://twiki.grid.iu.edu/twiki/bin/view/Auditing/WebHome
https://twiki.grid.iu.edu/twiki/bin/view/Auditing/AuditingUl Concept
https.//edms.cern.ch/document/793208
https.//twiki.grid.iu.edu/twiki/bin/view/Blueprint/Day Two
http://www.splunk.com/
https://twiki.grid.iu.edu/twiki/bin/view/Integration/SysL og
http://www.cedps.net/wiki/images/2/20/CEDPS management plan.pdf
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N/A



Appendix A

Known Use Cases

OSG Security staff member wants to track the usage of stolen credential
o0 Thefollowing steps will be performed by OSG Security staff and
incidence response workflow tool
Identifies subject and issuer of compromised certificate
Identifies the earliest date when credential could be stolen
Issues a query to scan CE gatekeeper logs of all OSG Grid Sites
Issues aquery to scan all the Grid Services (e.g GridFtp, GUMS,
SAZ) of the site where authorization via gatekeeper went
successfully
Determine user’s affiliation with VO from the abovementioned
logs
Either delegatesto VO Admins of all the VOs to check if the user
with stolen credential is a member of a VO or uses an appropriate
interface to query all OSG VOs to determinethisand then
notifies VO Admins of appropriate VOs about usage of stolen
credential — VO Admin should suspend the member with stolen
credential.
Notifies Grid Site Admins about usage of stolen credential
Stores queries results in auditing databases
o0 Thefollowing steps are expected to be perform by Site Administrators
For sites where stolen credential has been used:
Determine what jobs has been submitted with stolen
credential, when they were ran, with what user id
Issues a query to scan SE logs, storage logs (e.g gPlazma)
on all SEs, identify what files has been accessed, modified
etc
Notifies OSG Security Staff
Removes member’ s credential from GUMS, disable accessin
SAZ, etc



OSG security staff (or automated auditing tool) found a suspicious activities that
look like scanning from single IP address or netblock or/and Site Admin notifies
about an attempt of site scanning. Thisinformation could be established by
monitoring gatekeeper logs and encountering multiple failed attempts to submit a
grid job from the same IP or netblock during relatively short period of time
0 OSG Security staff member identifiesif the scanning was performed on
multiple Grid Sites at the same time
0 determinesif initiating |P address belongs to one of the host of OSG Site,
so it is possible that scanning attempt are coming from within. In this case
OSG staff member notifies an appropriate Site Admin and request



information about the “suspicious’ activities on this node during a
specified period of time. Site Admin should determine if the nodeisagrid
resource node (belong to CE cluster) and establish if the suspicious job has
been submitted via Gird/VO Services. In this case Site Admin should
determine a user credential and VO affiliation and inform OSG staff
member.

0 checksif on any other Grid Site accepted a user from the same |P address
or netblock. Determine user’s credential from gatekeeper logs. Notifies
Site Admin about potential problems,

o notifiesVO Admins of this VO(s) about potential problem —VO Admin
may suspend the user that submitted suspicious job until theissueis
resolved

0 Stores queries results in auditing databases




Site Admin notifies that one of the worker node has been compromised with
possible root escalation
0 Thefollowing steps are expected from Site Admin of the compromised
node:
determines al the jobs that have been run since the time of the
incident
determines credentials and the associated V Os that was used to
submit jobs running on this node
0 OSG Security staff member will

issue aquery to scan SE logs of all OSG Grid Sites where these
credentials were used during thistime
issue a query to scan storage logs (e.g gPlazma) on all SEs where
these credentials were used during thistime
notifies VO Admins of these VOs about potentia problem —VO
Admin may suspend the users that submitted the jobs that have
been executed on compromised node during this period until the
issueisresolved
Queries gatekeeper logs of all OSG CEsto determineif any job
has been submitted by potentially compromised users
Notifies the Administrators of relevant sites about the potential
problem
Stores queries results in auditing databases




